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Algorithm 1: Detect with Shapley Ensemble Boosting
Input :Benchmark Dataset(D), Feature Set (F),
Instance (s), learning rate (a, f8), epochs (k)
Output:Ensemble Model 7, Prediction res
1 Initialize:
2 T =0, N =sizeof (D), M = sizeof (F),t =0
3 For each X; € D, w‘.b(‘ :

)~ N
_ 1
a Foreach F; € T,W‘.{t) =M
5 repeat
6 | Random Sample D’ ¢ D, F c F’ » Data Sampling 102
7 Ty = CART(D', F7) > Model Training 104
8 for each X; € D’ do
9 gi = T(X3)
10 L(yi, i) = (yilog §i + (1 - yi)log(1 - §;))
11 wf’( o w‘.”m +aL(y;, §;) » Weight Adjustment 108
12 for each F; € mathcalF’ do
13 Compute Shapley Values SHAP(F;j)
14 w =
J(e+1)
b - {ie .
i i ¥ p Z(:twi(m)L(-l’/" 9:)SHAP(Fi;)) > Shapely Analysis 108
15 7- = 7- U {T(I)}
16 t=t+1

17 until t > k or reaching convergence;
18 res = 7 (s) > Ensemble Prediction 110
19 Return 7, res

FIG. 3
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HARDWARE TROJAN DETECTION USING
SHAPLEY ENSEMBLE BOOSTING

CROSS REFERENCE TO RELATED
APPLICATIONS

This application claims priority to U.S. Appl. No. 63/484,
240 filed Feb. 10, 2023, the contents of which are incorpo-
rated herein in its entirety by reference.

GOVERNMENT SUPPORT

This invention was made with government support under
1908131 awarded by the National Science Foundation. The
government has certain rights in the invention.

TECHNICAL FIELD

The present application relates to the technical field of
cybersecurity for integrated circuits. In particular, the inven-
tion relates to detection, or evasion thereof, of cybersecurity
attacks on semiconductor manufacturing, fabrication, test-
ing, and/or the like with respect to integrated circuits.

BACKGROUND

Hardware cores are commonly employed in the semicon-
ductor industry. Furthermore, a single System on Chip (SoC)
generally comprises one or more third-party semiconductor
cores such as one or more hardware Intellectual Property
(IP) cores. However, hardware IP cores are generally vul-
nerable to security concerns such as hardware trojans. A
hardware trojan is a malicious modification of a target
integrated circuit (IC). Additionally, a hardware trojan is
typically associated with a trigger and a payload. The trigger
is typically created using a combination of rare events (e.g.,
rare signals or rare transitions) to stay hidden during normal
execution of the IC. The payload typically represents a
malicious impact on the IC design, commonly resulting in
information leakage or erroneous execution of the IC.
Accordingly, when the trigger is activated, the payload can
enable the malicious activity. As such, an IP protection
technique such as, for example, a machine learning (ML)
based detection, can be employed to provide IP protection.
However, ML based detection of hardware-based cyberse-
curity attacks typically result in various technical challenges
and/or limitations.

SUMMARY

In general, embodiments of the present invention provide
methods, apparatus, systems, computing devices, computing
entities, and/or the like for providing hardware trojan detec-
tion using Shapley ensemble boosting. The details of some
embodiments of the subject matter described in this speci-
fication are set forth in the accompanying drawings and the
description below. Other features, aspects, and advantages
of the subject matter will become apparent from the descrip-
tion, the drawings, and the claims.

In an embodiment, a method for providing Shapley
ensemble boosting for hardware trojan detection related to
circuits is provided. The method provides for extracting a
plurality of features related to hardware trojan detection
from one or more circuit samples related to one or more
circuits, training one or more machine learning models
based at least in part on the plurality of features, modifying
the one or more machine learning models based at least in
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2

part on a set of Shapley values and/or one or more weight
adjustments to generate one or more enhanced machine
learning models for hardware trojan detection related to the
one or more circuits, and deploying the one or more
enhanced machine learning models for the hardware trojan
detection related to the one or more circuits.

In another embodiment, an apparatus is provided. The
apparatus comprises at least one processor and at least one
memory including program code. The at least one memory
and the program code is configured to, with the at least one
processor, cause the apparatus to extract a plurality of
features related to hardware trojan detection from one or
more circuit samples related to one or more circuits, train
one or more machine learning models based at least in part
on the plurality of features, modify the one or more machine
learning models based at least in part on a set of Shapley
values and/or one or more weight adjustments to generate
one or more enhanced machine learning models for hard-
ware trojan detection related to the one or more circuits, and
deploy the one or more enhanced machine learning models
for the hardware trojan detection related to the one or more
circuits.

In yet another embodiment, a non-transitory computer
storage medium comprising instructions is provided. The
instructions are configured to cause one or more processors
to at least perform operations configured to extract a plu-
rality of features related to hardware trojan detection from
one or more circuit samples related to one or more circuits,
train one or more machine learning models based at least in
part on the plurality of features, modify the one or more
machine learning models based at least in part on a set of
Shapley values and/or one or more weight adjustments to
generate one or more enhanced machine learning models for
hardware trojan detection related to the one or more circuits,
and deploy the one or more enhanced machine learning
models for the hardware trojan detection related to the one
or more circuits.

BRIEF DESCRIPTION OF THE DRAWINGS

Reference will now be made to the accompanying draw-
ings, which are not necessarily drawn to scale, and wherein:

FIG. 1A provides an example Shapley ensemble boosting
framework, according to one or more embodiments of the
present disclosure;

FIG. 1B provides another example Shapley ensemble
boosting framework, according to one or more embodiments
of the present disclosure;

FIG. 2 illustrates an example decision tree model, accord-
ing to one or more embodiments of the present disclosure;

FIG. 3 illustrates an example algorithm that provides for
Shapley ensemble boosting for hardware trojan detection,
according to one or more embodiments of the present
disclosure;

FIG. 4 illustrates an example ensemble boosting system
for improving accuracy and efficiency of machine learning
models, according to one or more embodiments of the
present disclosure;

FIG. 5 illustrates a flowchart of a method for providing
Shapley ensemble boosting for hardware trojan detection
related to circuits according to one or more embodiments of
the present disclosure; and

FIG. 6 illustrates a schematic of a computing entity that
may be used in conjunction with one or more embodiments
of the present disclosure.

DETAILED DESCRIPTION

The present disclosure more fully describes various
embodiments with reference to the accompanying drawings.
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It should be understood that some, but not all, embodiments
are shown and described herein. Indeed, the embodiments
may take many different forms, and, accordingly, this dis-
closure should not be construed as limited to the embodi-
ments set forth herein. Rather, these embodiments are pro-
vided so that this disclosure will satisfy applicable legal
requirements. Like numbers refer to like elements through-
out.

As discussed above, hardware cores are commonly
employed in the semiconductor industry. Furthermore, a
single System on Chip (SoC) generally comprises one or
more third-party semiconductor cores such as one or more
hardware Intellectual Property (IP) cores. However, hard-
ware IP cores are generally vulnerable to security concerns
such as hardware trojans. A hardware trojan is a malicious
modification of a target integrated circuit (IC). Additionally,
a hardware trojan is typically associated with a trigger and
a payload. The trigger is typically created using a combi-
nation of rare events (e.g., rare signals or rare transitions) to
stay hidden during normal execution of the IC. The payload
typically represents a malicious impact on the IC design,
commonly resulting in information leakage or erroneous
execution of the IC. Accordingly, when the trigger is acti-
vated, the payload can enable the malicious activity.

As such, an IP protection technique such as, for example,
a machine learning (ML) based detection, can be employed
to provide IP protection. However, ML based detection of
hardware-based cybersecurity attacks typically result in
various technical challenges and/or limitations. For
example, ML based detection typically provide detection
results that cannot be interpreted in a human understandable
way. Furthermore, ML models related to ML based detection
typically focus on extracting features from a given dataset,
where the feature selection relies on expert knowledge
without any established guidelines. Moreover, existing ML
based detection techniques typically focus on generating
complicated ML models to improve detection accuracy,
which may introduce inefficient and/or excessive training
costs for parameter tuning related to ML models. Finally,
ML algorithms related to ML based detection are typically
vulnerable towards adversarial attacks, and adversarial train-
ing as the commonly applied countermeasure typically suf-
fers from expensive time costs related to computational
processing.

Another type of IP protection technique that can be
employed for IP protection is side-channel analysis. Side-
channel analysis focuses on a difference in side-channel
signatures (e.g., power, path delay, etc.) between expected
values (e.g., a golden specification) and actual values (e.g.,
a trojan-inserted implementation). However, with side-chan-
nel analysis, it is typically difficult to detect negligible
side-channel difference caused by certain hardware trojans
(e.g., a tiny hardware trojan) since certain hardware trojans
can be hidden from various IP protection techniques via
process variation and/or environmental noise related to an
IC.

To address these and/or other issues, various embodi-
ments described herein relate to hardware trojan detection
using Shapley Ensemble Boosting (SEB). For example,
various embodiments described herein provide -efficient
hardware trojan detection based on SEB. In various embodi-
ments, Shapley analysis (SHAP) and boosting can be com-
bined to enable an explainable, fast and/or robust model for
hardware trojan detection. For example, SEB can provide an
explainable ML framework for hardware trojan detection.
An explainable ML framework can employ explanation
techniques associated with model transferring certain input
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4

into a prediction. Additionally, an explainable ML frame-
work can identify a set of features that make key contribu-
tions to a forward pass of a ML model. In the explainable
ML framework disclosed herein, a Shapley value analysis
can be utilized to provide a contribution measurement
related to a ML model. In various embodiments, the ML
framework (e.g., the explainable ML framework) disclosed
herein can exploit SHAP to generate a spectrum of impact
of each feature towards model output of a ML model. The
ML framework can additionally provide a decision process
and/or can serve as a guideline for feature selection. The
hardware trojan detection using SEB as disclosed herein can
also provide a fast and robust boosting framework. In
various embodiments, an ensemble model can be provided
by combining a sequence of ML models to generate a
classifier for hardware trojan detection. Accordingly, the
hardware trojan detection using SEB as disclosed herein can
improve detection accuracy (e.g., up to 24.6%) and/or time
efficiency (e.g., up to 5.1x) for hardware trojan detection as
compared to traditional hardware trojan detection tech-
niques.

In various embodiments, Shapley value analysis can
contribute to improved feature selection in order to improves
accuracy of hardware trojan detection. In various embodi-
ments, Shapley value analysis can provide improved
machine learning behavior, improved result interpretation,
and/or improved predictions for hardware trojan detection
related to one or more circuits. In various embodiments, the
ML framework can be an ensemble boosting framework.
The ensemble boosting framework can utilize multiple opti-
mized (e.g., lightweight) models to reduce complexity of
machine learning models. Additionally or alternatively, the
ensemble boosting framework can execute multiple opti-
mized models in parallel to reduce an amount of time for
hardware trojan detection. In various embodiments, a syn-
ergistic combination of ensemble boosting and Shapley
value analysis can be provided, where Shapley value analy-
sis identifies important features in a previous model to
perform weight adjustment in a next model (e.g., among
ensemble models) such that the next model mitigates one or
more mispredictions of the previous model. In various
embodiments, weight adjustment and/or selection of fea-
tures for a model can be performed at least approximately
simultaneously during an iteration of training for the model.
Additionally or alternatively, weight adjustment and/or
selection of features for a model can be performed at least
approximately simultaneously with respect to weight adjust-
ment and/or selection of features for one or more other
models.

As disclosed herein, boosting can be a machine learning
technique to improve accuracy of ML models such as, for
example, predictive models or classifier models. In various
embodiments, boosting can generate more robust ML mod-
els as compared to a traditional ML model by combining
multiple ML models such as, for example, decision trees.
The individual ML models can be trained sequentially, with
each ML model compensating for errors of a previous ML
model. A final ML prediction related to boosting can be
provided by combining predictions of all the individual ML
models. In various embodiments, boosting can be utilized
for regression and/or classification tasks. Boosting can also
minimize over-fitting outcomes while also providing high
levels of accuracy without sacrificing generalization. More-
over, boosting can reduce an amount of time for providing
a prediction since multiple ML models can be executed in
parallel at run-time.
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A. Exemplary Shapley Ensemble Boosting for
Hardware Trojan Detection

According to various embodiments, Shapley ensemble
boosting for hardware trojan detection is provided. FIG. 1A
illustrates a Shapley ensemble boosting framework 100 for
hardware trojan detection, according to one or more embodi-
ments of the present disclosure. In various embodiments, the
Shapley ensemble boosting framework 100 provides a syn-
ergistic integration of Shapley value analysis and/or boost-
ing for efficient hardware trojan detection.

In one or more embodiments, the Shapley ensemble
boosting framework 100 can be implemented via a Central
Processing Unit (CPU), a Field Programmable Gate Arrays
(FPGA), Graphics Processing Unit (GPU), a Tensor Pro-
cessing Unit (TPU), an Application Specific Integrated
Circuits (ASIC), and/or another type of processing device.
For example, a GPU and/or a CPU implementation of the
Shapley ensemble boosting framework 100 can be a soft-
ware-based implementation for Shapley ensemble boosting
related to hardware trojan detection. In another example, a
FPGA, TPU and/or ASIC implementation of the Shapley
ensemble boosting framework 100 can be a hardware-based
implementation for Shapley ensemble boosting related to
hardware trojan detection.

The Shapley ensemble boosting framework 100 includes
data sampling 102, model training 104, Shapley analysis
106, and/or weight adjustment 108 to provide an ensemble
prediction 110 for hardware trojan detection. The data
sampling 102 can perform data sampling from one or more
data sources. For example, the data sampling 102 can
randomly sample data from a data pool 103 (e.g., a bench-
mark) associated with one or more data sources. The data
pool 103 can be related to a benchmark (e.g., a circuit
benchmark). For example, the data pool 103 can be related
to a circuit sample (e.g., a fabricated circuit, a circuit design,
etc.). The circuit sample can be related to an integrated
circuit, a hardware IP core, an SoC that includes one or more
hardware IP cores, or another type of circuit. Additionally,
the data sampling 102 can extract a subset of features 105
from the sampled data associated with the data pool 103. The
model training 104 can train one or more ML models 101
based on the sampled data and/or the subset of features 105
from the sampled data. The one or more ML models 101 can
include one or more classifier models, one or more predic-
tive models, one or more boosting models, and/or one or
more other ML models configured for hardware trojan
detection. In certain embodiments, the one or more ML
models 101 can be one or more decision tree models.

In various embodiments, the model training 104 can
retrain the one or more ML models 101 via one or more
training stages (e.g., one or more additional iterations of
training) to provide one or more enhanced machine learning
models 107. Additionally, the one or more enhanced
machine learning models 107 can be tested to record correct/
incorrect predictions related to hardware trojan detection.
For example, the one or more enhanced machine learning
models 107 can be one or more enhanced machine learning
models with respect to the one or more ML models 101.
Additionally, the one or more enhanced machine learning
models 107 can be configured for improved hardware trojan
detection related to one or more circuits as compared to the
one or more ML models 101.

In various embodiments, the Shapley analysis 106 can
enhance the one or more ML models 101 using Shapley
value analysis to provide the one or more enhanced machine
learning models 107 configured for effective and/or robust
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6

machine learning for hardware trojan detection. In various
embodiments, features derived by the Shapley analysis 106
can be utilized to build a boosting framework for hardware
trojan detection. For example, features derived by the Shap-
ley analysis 106 can be utilized for feature selection for one
or more hardware trojan detection tasks. In one or more
embodiments, the Shapley analysis 106 can determine an
importance ranking of each feature from the subset of
features 105. The weight adjustment 108 can adjust one or
more weights for each sampled data and/or for each feature.
In various embodiments, the data sampling 102, the model
training 104, the Shapley analysis 106, and/or the weight
adjustment 108 can be repeated for a certain number of
iterations until reaching convergence for the ensemble pre-
diction 110. In various embodiments, the Shapley analysis
106 and the weight adjustment 108 can be performed at least
approximately simultaneously during an iteration. For
example, one or more features can be selected and one or
more weights can be adjusted for a ML model of the one or
more ML models 101 at least approximately simultaneously
during an iteration. Additionally or alternatively, one or
more features can be selected and/or one or more weights
can be adjusted for a ML model of the one or more ML
models 101 at least approximately simultaneously with
respect to selecting one or more features and/or adjusting
one or more weights for one or more other ML models of the
one or more ML models 101 during an iteration. The
ensemble prediction 110 can utilize the trained framework
associated with the data sampling 102, the model training
104, the Shapley analysis 106, and/or the weight adjustment
108 to provide an ensemble prediction associated with
hardware trojan detection. For example, the one or more
enhanced machine learning models 107 can be utilized to
provide the ensemble prediction 110 associated with hard-
ware trojan detection related to one or more circuits. In
various embodiments, respective enhanced machine learn-
ing models 107 generated via the trained framework can
produce respective ensemble predictions. Accordingly, over-
all voting associated with the ensemble prediction 110 can
determine whether a data pool (e.g., a benchmark) is asso-
ciated with a hardware trojan. In one or more embodiments,
the Shapley ensemble boosting framework 100 can reduce a
training time and/or an adversarial training time for the one
or more ML models 101 in order to provide hardware trojan
detection related to one or more circuits.

In various embodiments, the one or more trained ML
models 107 can be a sequence of ML models (e.g., a
sequence of optimized classifiers such as a sequence of
lightweight classifiers) and the Shapley ensemble boosting
framework 100 can train the sequence of ML models (e.g.,
the sequence of optimized classifiers). Additionally, the
Shapley ensemble boosting framework 100 can aggregate
results from the sequence of ML models as output (e.g., the
ensemble prediction 110). Accordingly, to improve effi-
ciency of the Shapley ensemble boosting framework 100,
the Shapley ensemble boosting framework 100 can be
configured to minimize a training cost for each ML model of
the sequence of ML models. To address this, the data
sampling 102 can be performed before the model training
104 at each iteration of the Shapley ensemble boosting
framework 100. Accordingly to various embodiments, the
data sampling 102 can be performed based on benchmarks
and features. For example, at each iteration, a subset of
benchmarks and features can be fed into a respective ML
model of the sequence of ML models. In various embodi-
ments, the data sampling 102 can collect data from bench-
marks via Trust-Hub and/or ISCAS-89.
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In various embodiments, the subset of features 105 can be
features for hardware trojan detection. The subset of features
105 can include, but is not limited to, features related to
logic-gates, a number of inputs of a logic gate (e.g., fan_ins
logic gates), flip flops, networks, cells, multiplexers, con-
stants, switches, dynamic power, loops in netlists related to
a description of connections for a circuit sample, parallel
in/parallel out (PI/PO) shift registers, and/or other informa-
tion related to a circuit. For example, in case of combina-
tional circuit triggers, a number of inputs of a logic gate
tends to become large for extremely rare triggers. Example
features that may be included in the subset of features 105
is further illustrated and described in Table 1:

8

Shapley analysis 106, and/or the weight adjustment 108 to
provide the ensemble prediction 110 for hardware trojan
detection.

In various embodiments, the data sampling 102 can
extract the subset of features 105 from the data pool 103. In
various embodiments, the data pool 103 can include data
related to one or more circuit samples. The one or more
circuit samples can be related to one or more circuits of a
hardware IP core. For, the data pool 103 can include unseen
samples 160 related to one or more circuits of a hardware IP
core. The unseen samples 160 can be unseen data that is new
to the one or more ML models 101 and/or is not yet a part
of a training process for the one or more ML models 101. In

TABLE 1
Features Description
Nets total number of networks.
Cells total number of cells.
fan_in_x number of inputs of a logic gate up to x-level away from a PI/PO.
in_FF_x number of flip-flops up to x-level away from the PIL.
out_FF_x number of flip-flops up to x-level away from the PO.
in_ MUX_ x number of multiplexers up to x-level away from the PIL.
out. MUX_ x number of multiplexers up to x-level away from the PO.
in_loop_ x number of up to x-level loops.
out__loop_ x number of up to x-level loops.
in_const_x number of constants up to x-level away from the PIL.
out__const_x number of constants up to x-level away from the PO.
in__pin the level to the PI from the nearest net.
out__pout the level to the PO from the nearest net.
{in, out}__FF minimum level to any flip-flop from the PI/PO.

{in, out}_MUX
Rare Switches
Dynamic Power

minimum level to any multiplexer from the PI/PO.
number of total rare switches during simulation.
dynamic power change during simulation (mW).

In various embodiments, once the subset of sampled data
is obtained, the model training 104 can begin. In certain
embodiments, each ML model of the one or more ML
models 101 and/or the one or more trained ML models 107
can be configured as a decision tree. For example, a decision
tree can be a supervised learning approach based on a tree
structure. A decision tree can also predict a class of a target
by traversing from the root to the leaf of the tree. In various
embodiments, the model training 104 can compare values of
node attributes with the record attribute. On the basis of the
comparison, the model training 104 can analyze the branch
corresponding to that value and/or can further analyze
children nodes until a leaf node is reached. In various
embodiments, the model training 104 can utilize a classifi-
cation and regression trees (CART) technique to train one or
more ML models (e.g., the one or more ML models 101
and/or the one or more trained ML models 107) and/or to
generate one or more decision trees. Additionally, the model
training 104 can utilize Lasso Regression (L1) regularization
and/or Ridge Regression (L2) regularization to minimize the
likelihood of overfitting of a ML model (e.g., the one or
more ML models 101 and/or the one or more trained ML
models 107). Once the model training 104 is completed, the
one or more trained ML models 107 (e.g., one or more
trained decision trees) can be utilized to detect hardware
trojans related to one or more circuits.

FIG. 1B illustrates a Shapley ensemble boosting frame-
work 150 for hardware trojan detection, according to one or
more embodiments of the present disclosure. The Shapley
ensemble boosting framework 150 can represent one or
more embodiments of the Shapley ensemble boosting frame-
work 100. The Shapley ensemble boosting framework 150
includes the data sampling 102, the model training 104, the
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various embodiments, the subset of features 105 can be
related to hardware trojan detection features for the one or
more circuit samples. For example, the subset of features
105 can include features related to logic-gates, a number of
inputs of a logic gate (e.g., fan_ins logic gates), flip flops,
networks, cells, multiplexers, constants, switches, dynamic
power, loops in netlists related to a description of connec-
tions for a circuit sample, PI/PO shift registers, and/or one
or more other features to the one or more circuits.

In various embodiments, the model training 104 can train
at least one of the one or more ML models 101 based on the
subset of features 105. In certain embodiments, the one or
more ML models 101 can be one or more decision tree
models configured for hardware trojan detection. In various
embodiments, the model training 104 can train and/or gen-
erate a ML model 101a based on the subset of features 105.
In various embodiments, the model training 104 can include
and/or utilize the Shapley analysis 106 and/or the weight
adjustment 108 to train the ML model 101a for hardware
trojan detection. For example, the Shapley analysis 106 can
be implemented as a local feature attribute technique that
determines predictions as a summation of individual feature
contributions from the subset of features 105. In various
embodiments, the Shapley analysis 106 can utilize a set of
Shapley values that provides a predicted contribution and/or
a degree of importance of each feature of the subset of
features 105 towards a hardware trojan detection prediction
task. In certain embodiments, the subset of features 105 can
be selected for one or more hardware trojan detection tasks
based at least in part on the set of Shapley values. Addi-
tionally or alternatively, a contribution measurement related
to the subset of features 105 can be generated based at least
in part on the set of Shapley values to provide the ML model
101a as an explainable machine learning model for hard-
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ware trojan detection. The weight adjustment 108 can be
implemented to adjust one or more weights of the ML model
101a for benchmarks and/or features related to hardware
trojan detection. In a non-limiting example, the ML model
101a can be associated with a data pool 103a that includes
unseen samples 160, correct predictions 162 for hardware
trojan detection, and incorrect predictions 164 for hardware
trojan detection. Additionally, the ML model 101a can be
associated with features 105a that includes high impact
features 170 and low impact features 172 for hardware
trojan detection.

In various embodiments, the model training 104 can
include and/or utilize the Shapley analysis 106 and/or the
weight adjustment 108 to further improve and/or optimize
the ML model 101a for hardware trojan detection. For
example, the model training 104 can include and/or utilize
the Shapley analysis 106 and/or the weight adjustment 108
to generate an enhanced ML model 1074 for hardware trojan
detection. The enhanced ML model 107a can be an
enhanced machine learning model with respect to the ML
model 101a for hardware trojan detection related to the one
or more circuits. In various embodiments, the Shapley
analysis 106 can modify the ML model 101a based at least
in part on a set of Shapley values to generate the enhanced
ML model 107a. In certain embodiments, features 1056
related to the enhanced ML model 107a can be selected for
one or more hardware trojan detection tasks based at least in
part on the set of Shapley values. Additionally or alterna-
tively, a contribution measurement related to the features
105b can be generated based at least in part on the set of
Shapley values to provide the enhanced ML model 107a as
an explainable machine learning model for hardware trojan
detection. Additionally or alternatively, the weight adjust-
ment 108 can adjust one or more weights for the ML model
101a based on a probability of features for a next iteration
of training with respect to the ML model 101a. Additionally
or alternatively, the weight adjustment 108 can adjust one or
more weights for the ML model 101a based on a probability
of benchmarks for a next iteration of training with respect to
the ML model 101a. In a non-limiting example, the
enhanced ML model 107a can be associated with a data pool
1035 that includes unseen samples 160, correct predictions
162 for hardware trojan detection, and a single incorrect
prediction 164 for hardware trojan detection. Additionally,
the enhanced ML model 107a can be associated with fea-
tures 105b that includes multiple high impact features 170
and low impact features 172 for hardware trojan detection.

In various embodiments, the model training 104 can
include and/or utilize the Shapley analysis 106 and/or the
weight adjustment 108 to further improve and/or optimize
the enhanced ML model 1074 for hardware trojan detection.
For example, the model training 104 can include and/or
utilize the Shapley analysis 106 and/or the weight adjust-
ment 108 to generate an enhanced ML model 1075 for
hardware trojan detection. The enhanced ML model 1075
can be an enhanced machine learning model with respect to
the enhanced ML model 1074 and/or the ML model 101a for
hardware trojan detection related to the one or more circuits.
In various embodiments, the Shapley analysis 106 can
modify the enhanced ML model 107a based at least in part
on a set of Shapley values to generate the enhanced ML
model 107b. In certain embodiments, features 105¢ related
to the enhanced ML model 1075 can be selected for one or
more hardware trojan detection tasks based at least in part on
the set of Shapley values. Additionally or alternatively, a
contribution measurement related to the features 105¢ can be
generated based at least in part on the set of Shapley values

20

25

30

35

40

45

50

55

60

65

10

to provide the enhanced ML model 1075 as an explainable
machine learning model for hardware trojan detection. Addi-
tionally or alternatively, the weight adjustment 108 can
adjust one or more weights for the enhanced ML model 107a
based on a probability of features for a next iteration of
training with respect to the enhanced ML model 107a.
Additionally or alternatively, the weight adjustment 108 can
adjust one or more weights for the enhanced ML model 107a
based on a probability of benchmarks for a next iteration of
training with respect to the enhanced ML model 107a. In a
non-limiting example, the enhanced ML model 1075 can be
associated with a data pool 103c¢ that includes correct
predictions 162 for hardware trojan detection (e.g., without
unseen samples and/or incorrect predictions for hardware
trojan detection). Additionally, the enhanced ML model
107b can be associated with features 105c¢ that includes
multiple high impact features 170 and multiple low impact
features 172 for hardware trojan detection.

In certain embodiments, the ML model 101a, the
enhanced ML model 1074, and/or the enhanced ML model
107b can be configured as a set of ensemble models where
one or more features that satisfy defined criteria for the
Shapley analysis 106 are identified in a previous ensemble
model from the set of ensemble models. Additionally or
alternatively, one or more weights in a next ensemble model
from the set of ensemble models can be adjusted via the
weight adjustment 108 based at least in part on the one or
more features to mitigate a potential misprediction of the
previous ensemble model. Accordingly, improved hardware
trojan detection related to the one or more circuits can be
provided.

In various embodiments, the ML model 101a, the
enhanced ML model 1074, and/or the enhanced ML model
107b can be deployed for the hardware trojan detection
related to the one or more circuits. For example, the ML
model 101a, the enhanced ML model 1074, and/or the
enhanced ML model 1076 can be utilized to provide the
ensemble prediction 110. In certain embodiments, the ML
model 101a, the enhanced ML model 107a, and/or the
enhanced ML model 107b can be applied to a new set of
features for a new data pool related to one or more circuits
to provide the ensemble prediction 110 for the one or more
circuits. In various embodiments, the ML model 101a, the
enhanced ML model 1074, and/or the enhanced ML model
1075 can be executed in parallel to reduce an amount of time
for the hardware trojan detection. In various embodiments,
the enhanced ML model 107a and/or the enhanced ML
model 107b can correspond to multiple optimized (e.g.,
lightweight) machine learning models associated with
ensemble boosting as compared to the ML model 101a.
Additionally, the enhanced ML model 107a and/or the
enhanced ML model 107b corresponding to the multiple
optimized machine learning models can be configured for
execution in parallel to reduce an amount of time for the
hardware trojan detection.

FIG. 2 illustrates an example decision tree model 200 that
provides one or more hardware trojan classifications 204
using a feature 201 (e.g., a first feature), a feature 202 (e.g.,
a second feature), and a feature 203 (e.g., a third feature).
For example, the feature 201 can be related to a number of
flip-flops in a circuit sample, the feature 202 can be related
to a number of cells in the circuit sample, and the feature 203
can be related to a number of rare switches in the circuit
sample. In a non-limiting example, the feature 201 can be
related to a determination as to whether a number of
flip-flops in a circuit sample is greater than a defined
threshold value (e.g., whether a number of flip-flops in a
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circuit sample is greater than 50, etc.). In another non-
limiting example, the feature 202 can be related to a deter-
mination as to whether a number of cells in the circuit
sample is greater than a defined threshold value (e.g.,
whether a number of cells in the circuit sample is greater
than 2000). In yet another non-limiting example, the feature
203 can be related to a determination as to whether a number
of rare switches in the circuit sample is greater than a defined
threshold value (e.g., whether a number of rare switches in
the circuit sample is greater than 200). In various embodi-
ments, in result to a positive (e.g., true) result of the feature
201, the feature 202 can be determined. Additionally, in
result to a negative (e.g., false) result of the feature 201, the
feature 203 can be determined.

The hardware trojan classifications 204 can be an
ensemble prediction (e.g., the ensemble prediction 110)
related to hardware trojan detection. For example, the hard-
ware trojan classifications 204 can predict whether or not the
circuit sample is associated with a hardware trojan (e.g.,
whether the circuit sample is hardware trojan free or hard-
ware trojan infected). In certain embodiments, a combina-
tion of the feature 201 and the feature 202 can result in a first
hardware trojan classification 204a. Additionally, a combi-
nation of the feature 201 and the feature 203 can result in a
second hardware trojan classification 204b. In an example,
in result to a positive (e.g., true) result of the feature 202, the
first hardware trojan classification 204a can correspond to a
hardware trojan free prediction for the circuit sample. How-
ever, in result to a negative (e.g., false) result of the feature
202, the first hardware trojan classification 204a can corre-
spond to a hardware trojan infected prediction for the circuit
sample. In another example, in result to a positive (e.g., true)
result of the feature 203, the second hardware trojan clas-
sification 204b can correspond to hardware trojan infected
prediction for the circuit sample. However, in result to a
negative (e.g., false) result of the feature 203, the second
hardware trojan classification 204b can correspond to a
hardware trojan free prediction for the circuit sample.

In various embodiments, the Shapley analysis 106 can be
applied to one or more ML tasks. Additionally, in various
embodiments, the Shapley analysis 106 can utilize a local
feature attribution technique to describe every prediction
from a ML model as a summation of each individual feature
contributions. For example, assume a decision tree model is
built with three different features (e.g., feature 201, feature
202 and feature 203) for hardware trojan detection as
illustrated in FIG. 2. To compute Shapley analysis values,
the Shapley analysis 106 can begin with a null model
without any independent features. Additionally, the Shapley
analysis 106 can compute payoff gain as each feature is
added to the decision tree model in a sequence. In addition,
the Shapley analysis 106 can compute an average over all
possible sequences. In this example, since the three different
features (e.g., feature 201, feature 202 and feature 203) of
the decision tree model corresponds to three independent
variables, a computation process for a Shapley analysis
value of the first feature is presented below in Table 2:

TABLE 2

Sequences Marginal Contributions

£{1}) - £0)
£({1}) - £(0)
£({1.2}) - £{2hH
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TABLE 2-continued

Sequences Marginal Contributions
2,3, 1 £{1, 2,3} - £{2, 3}
3,12 £({1,3}) - £{3D
3,2, 1 £{1,2,3}) - £{3,2hH

Here, £ is the loss function. The loss function serves as the
score function to indicate a degree of payoff by applying
existing features. For example, in the first row, the sequence
is 1, 2, 3, meaning the first, second, and the third features can
be sequentially added into consideration for a classification.
For example, 0 corresponds to a model without considering
any features (e.g., a random guess classifier) and £(0) can be
the corresponding loss. Additionally, by adding the first
feature into the scenario, { 1} can represent a dummy model
that only uses this feature to perform prediction. The loss
£({1}) can then be computed and £({1})-£(0) can be the
marginal contribution of the first feature for this specific
sequence. Accordingly, the Shapley analysis 106 can deter-
mine the Shapley analysis values of the first feature by
computing the marginal contributions of all six sequences
and taking the average of the six sequences. The Shapley
analysis 106 can perform similar computations for the other
features (e.g., second and third features). In various embodi-
ments, a Shapley analysis value can indicate impact towards
model decisions.

In various embodiments, the weight adjustment 108 can
tune probabilities of selecting benchmarks and/or features
during respective iterations of the model training 104. In
certain embodiments for incorrectly predicted benchmarks,
the weight adjustment 108 can increase the weights. Addi-
tionally or alternatively, in certain embodiments for high-
impact features from incorrectly predicted benchmarks, the
weight adjustment 108 can decrease the weights. Addition-
ally or alternatively, in certain embodiments for high-impact
features from correctly predicted benchmarks, the weight
adjustment 108 can increase the weights. In various embodi-
ments, the weight adjustment 108 can normalize the weight
values at the start of each iteration of the model training 104.

For weight adjustment for benchmarks, the weight adjust-
ment 108 can adjust benchmark weights to maximize sam-
pling of certain samples in a next iteration. For example, to
accelerate the convergence speed, the weight adjustment
108 can prioritize benchmarks with a larger prediction error.

Therefore, for a misclassified benchmark X, we
should the weight adjustment 108 result in
Aw o Ly, )

where £ is the loss function measuring the extent of predic-
tion error. For a binary classification task related to the
weight adjustment 108, £ can be selected as the cross-
entropy,

L, ) 2 (ilogd, + (1 = yplog(1 - 3,
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which can lead to:

b

Aw} o (pilog i+ (1= yologl =9 > wh =

b

Wiy

+a(y;log ¥, + (1 - yp)log(l - 3,)) or WZM) =

wh, +ayilog 3+ (1 = ylog(l - 3,)

where t represents for the t-th iteration, and o can be a
hyperparameter which affects the learning rate. In various
embodiments, the weight adjustment 108 can artificially
limit the step size to be small such that the parameters are
more likely to converge to the optimal values, thereby
providing better overall performance for the ML model.
With respect to hardware trojan detection with Shapley
ensemble boosting as disclosed herein, Xi€D can be denoted
as the i-th benchmark from the entire dataset D. Additionally
the corresponding label for Xi can be denoted as y;, where
y;=0 represents for a hardware trojan-free benchmark and
y=1 for a hardware trojan-infected benchmark. A prediction
probability provided by a ML model for the benchmark can
be denoted as y;. Additionally, the weight of X; can corre-
spond to w”,. As for features, F/€F can be denoted as the j-th
feature from the candidate feature list (e.g., as illustrated in
Table 1). The weight of F; can be represented by w,.
Moreover, F; can represent the value of Fi for the specific
instance X,.

For weight adjustment for features, the weight adjustment
108 can measure the extent of adjustment by the contribu-
tion of the feature towards the ML model output. For
example, the greater the contribution, the larger the extent of
adjustment can be provided via the weight adjustment 108.
In various embodiments, the weight adjustment 108 can
utilize correctness for weight adjustment of features. For
example, in certain embodiments for case of high-impact
features from incorrectly predicted benchmarks, the weight
adjustment 108 can decrease the weights. Additionally, for
each feature, contribution can vary from benchmark to
benchmark. Therefore, a computation for weight adjustment
for features by the weight adjustment 108 can be an overall
summation among all tested samples. In various embodi-
ments, the contribution can be measured by SHAP. For
example, SHAP(F;)) can denote the SHAP value of F,.
Accordingly,

Aw) o Z(i W Ly, )SHAP(Fy))

where * is positive for correct prediction and vice versa.
Additionally, Aw’, can be a weighted summation to take into
consideration weights of the benchmarks. Corresponding
features of large benchmark weights can be emphasized
more than other features. Therefore,

_ b N
Tty = Who * B (£Wh. LG 3)SHAP(F)

where t represents the t-th iteration, and 8 is another hyper-
parameter. In various embodiments, the weight adjustment
108 can utilize the same criteria for tuning 6§ as that for a.
Accordingly, the weight adjustment 108 can utilize the two
procedures to adjust and/or normalize the weight values for
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respective training iterations. Additionally, the model train-
ing 104 and/or the weight adjustment 108 can be repeated
until convergence is reached.

In various embodiments, the ensemble prediction 110 can
provide a prediction from respective ML models for hard-
ware trojan detection. In various embodiments, the ensemble
prediction 110 can be an average of the output from all
predictions from each ML model (e.g., from each decision
tree).

FIG. 3 illustrates an algorithm 300 that provides for
Shapley ensemble boosting for hardware trojan detection
according to one or more embodiments of the present
disclosure. In various embodiments, the algorithm 300 can
be employed by the Shapley ensemble boosting framework
100 to provide the ensemble prediction 110. For example,
the algorithm 300 can be associated with the data sampling
102, the model training 104, the Shapley analysis 106, and
the weight adjustment 108. In various embodiments, input to
the data sampling 102 can include benchmark dataset D
(e.g., the data pool 103) and a feature set F (e.g., the subset
of features 105). Additionally, input to the model training
104 can include instance s related to an instance of training,
learning rate a and/or 3 related to a learning rate for the
training, and/or epochs k. In various embodiments, output
can include an ensemble model T (e.g., ML model 101a,
enhanced ML model 1074, or enhanced ML model 107b)
and/or prediction res (e.g., ensemble prediction 110).

FIG. 4 illustrates an example ensemble boosting system
400 for improving accuracy and efficiency of machine
learning models, according to one or more embodiments of
the present disclosure. For example, the ensemble boosting
system 400 can be related to the Shapley ensemble boosting
framework 100. The ensemble boosting system 400 illus-
trated in FIG. 4 includes of a set of ML models 1-N where
N is an integer and subsequent machine learning models
focus on addressing weaknesses of one or more previous
machine learning models. In various embodiments, the set of
ML models 1-N can be a set of machine learning models
integrated into the Shapley ensemble boosting framework
100. In various embodiments, the set of ML models 1-N can
be a set of machine learning models that are trained via the
model training 104. For example, the set of ML models 1-N
can correspond to one or more ML from the one or more ML
models 101 and/or the one or more enhanced ML models
107. In an example, the set of ML models 1-N can corre-
spond to the ML model 101, the enhanced ML model 1074,
and the enhanced ML model 1075.

The final classifications, decisions, and/or predictions
provided by the set of ML models 1-N can be based on an
overall result generated based on each output of the respec-
tive machine learning models 1-N. In various embodiments,
ensemble boosting can be used to refine and improve the
accuracy and efficiency of the set of ML models 1-N. For
instance, previous iterations of a particular machine learning
model from the set of ML models 1-N can be ensembled
together to refine a current iteration of the machine learning
model. Additionally, in various embodiments, previous
iterations of the machine learning model can be run in
parallel to increase the speed in which a classification,
decision, and/or prediction can be generated. In various
embodiments, the set of ML models 1-N can provide
ensembled output 402. In various embodiments, the
ensembled output 402 can correspond to the ensemble
prediction 110.

FIG. 5 illustrates a flowchart of a method 500 for pro-
viding Shapley ensemble boosting for hardware trojan
detection related to circuits according to one or more
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embodiments of the present disclosure. According to the
illustrated embodiment, the method 500 includes a step 502
for extracting a plurality of features related to hardware
trojan detection from one or more circuit samples related to
one or more circuits. Additionally, the method 500 includes
a step 504 for training one or more machine learning models
based at least in part on the plurality of features. In certain
embodiments, the one or more machine learning models are
one or more decision tree models. The method 500 addi-
tionally includes a step 506 for modifying the one or more
machine learning models based at least in part on a set of
Shapley values and/or one or more weight adjustments to
generate one or more enhanced machine learning models for
hardware trojan detection related to the one or more circuits.
The method 500 additionally includes a step 508 for deploy-
ing the one or more enhanced machine learning models for
the hardware trojan detection related to the one or more
circuits.

In certain embodiments, the one or more enhanced
machine learning models comprise multiple optimized (e.g.,
lightweight) machine learning models associated with
ensemble boosting and/or optimized weighting as compared
to the one or more machine learning models. Additionally or
alternatively, the multiple optimized machine learning mod-
els are configured for execution in parallel to reduce an
amount of time for the hardware trojan detection.

In certain embodiments, the one or more machine learn-
ing models and/or the one or more enhanced machine
learning models are configured as a set of ensemble models.
In certain embodiments, the method 500 additionally or
alternatively includes identifying one or more features in a
previous ensemble model from the set of ensemble models
that satisfy defined criteria for Shapley value analysis. In
certain embodiments, the method 500 additionally or alter-
natively includes adjusting one or more weights in a next
ensemble model from the set of ensemble models based at
least in part on the one or more features to mitigate a
potential misprediction of the previous ensemble model.

In certain embodiments, the method 500 additionally or
alternatively includes adjusting one or more weights for the
one or more enhanced machine learning models based at
least in part on a probability of features for a next iteration
of training with respect to the one or more enhanced
machine learning models. In certain embodiments, the
method 500 additionally or alternatively includes adjusting
one or more weights for the one or more enhanced machine
learning models based at least in part on a probability of
benchmarks for a next iteration of training with respect to
the one or more enhanced machine learning models. In
certain embodiments, the method 500 additionally or alter-
natively includes selecting one or more features for one or
more hardware trojan detection tasks based at least in part on
the set of Shapley values. In certain embodiments, the
method 500 additionally or alternatively includes generating
a contribution measurement related to a machine learning
model based at least in part on the set of Shapley values to
provide at least one explainable machine learning model for
hardware trojan detection.

In an example embodiment, an apparatus for performing
the method 500 of FIG. 5 above may include a processor
configured to perform some or each of the steps (502, 504,
506, and/or 508) described above. The processor may, for
example, be configured to perform the steps (502, 504, 506,
and/or 508) by performing hardware implemented logical
functions, executing stored instructions, or executing algo-
rithms for performing each of the operations. Alternatively,
the apparatus may comprise means for performing each of
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the operations described above. In this regard, according to
an example embodiment, examples of means for performing
steps 502, 504, 506, and/or 508 may comprise, for example,
the processor and/or a device or circuit for executing instruc-
tions, executing operations, or executing an algorithm for
processing information as described above. In various
embodiments, an apparatus for performing the method 500
may correspond to apparatus 600 illustrated in FIG. 6.

B. Exemplary Technical Implementation of Various
Embodiments

Embodiments of the present disclosure may be imple-
mented in various ways, including as computer program
products that comprise articles of manufacture. Such com-
puter program products may include one or more software
components including, for example, software objects, meth-
ods, data structures, and/or the like. A software component
may be coded in any of a variety of programming languages.
An illustrative programming language may be a lower-level
programming language such as an assembly language asso-
ciated with a particular hardware architecture and/or oper-
ating system platform. A software component comprising
assembly language instructions may require conversion into
executable machine code by an assembler prior to execution
by the hardware architecture and/or platform. Another
example programming language may be a higher-level pro-
gramming language that may be portable across multiple
architectures. A software component comprising higher-
level programming language instructions may require con-
version to an intermediate representation by an interpreter or
a compiler prior to execution.

Other examples of programming languages include, but
are not limited to, a macro language, a shell or command
language, a job control language, a script language, a
database query or search language, and/or a report writing
language. In one or more example embodiments, a software
component comprising instructions in one of the foregoing
examples of programming languages may be executed
directly by an operating system or other software component
without having to be first transformed into another form. A
software component may be stored as a file or other data
storage construct. Software components of a similar type or
functionally related may be stored together such as, for
example, in a particular directory, folder, or library. Software
components may be static (e.g., pre-established or fixed) or
dynamic (e.g., created or modified at the time of execution).

A computer program product may include a non-transi-
tory computer-readable storage medium storing applica-
tions, programs, program modules, scripts, source code,
program code, object code, byte code, compiled code,
interpreted code, machine code, executable instructions,
and/or the like (also referred to herein as executable instruc-
tions, instructions for execution, computer program prod-
ucts, program code, and/or similar terms used herein inter-
changeably). Such non-transitory computer-readable storage
media include all computer-readable media (including vola-
tile and non-volatile media).

In one embodiment, a non-volatile computer-readable
storage medium may include a floppy disk, flexible disk,
hard disk, solid-state storage (SSS) (e.g., a solid state drive
(SSD), solid state card (SSC), solid state module (SSM)),
enterprise flash drive, magnetic tape, or any other non-
transitory magnetic medium, and/or the like. A non-volatile
computer-readable storage medium may also include a
punch card, paper tape, optical mark sheet (or any other
physical medium with patterns of holes or other optically
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recognizable indicia), compact disc read only memory (CD-
ROM), compact disc-rewritable (CD-RW), digital versatile
disc (DVD), Blu-ray disc (BD), any other non-transitory
optical medium, and/or the like. Such a non-volatile com-
puter-readable storage medium may also include read-only
memory (ROM), programmable read-only memory
(PROM), erasable programmable read-only memory
(EPROM), electrically erasable programmable read-only
memory (EEPROM), flash memory (e.g., Serial, NAND,
NOR, and/or the like), multimedia memory cards (MMC),
secure digital (SD) memory cards, SmartMedia cards, Com-
pactFlash (CF) cards, Memory Sticks, and/or the like. Fur-
ther, a non-volatile computer-readable storage medium may
also include conductive-bridging random access memory
(CBRAM), phase-change random access memory (PRAM),
ferroelectric random-access memory (FeRAM), non-volatile
random-access memory (NVRAM), magnetoresistive ran-
dom-access memory (MRAM), resistive random-access
memory (RRAM), Silicon-Oxide-Nitride-Oxide-Silicon
memory (SONOS), floating junction gate random access
memory (FJG RAM), Millipede memory, racetrack memory,
and/or the like.

In one embodiment, a volatile computer-readable storage
medium may include random access memory (RAM),
dynamic random access memory (DRAM), static random
access memory (SRAM), fast page mode dynamic random
access memory (FPM DRAM), extended data-out dynamic
random access memory (EDO DRAM), synchronous
dynamic random access memory (SDRAM), double data
rate synchronous dynamic random access memory (DDR
SDRAM), double data rate type two synchronous dynamic
random access memory (DDR2 SDRAM), double data rate
type three synchronous dynamic random access memory
(DDR3 SDRAM), Rambus dynamic random access memory

(RDRAM), Twin Transistor RAM (TTRAM), Thyristor 3

RAM (T-RAM), Zero-capacitor (Z-RAM), Rambus in-line
memory module (RIMM), dual in-line memory module
(DIMM), single in-line memory module (SIMM), video
random access memory (VRAM), cache memory (including
various levels), flash memory, register memory, and/or the
like. It will be appreciated that where embodiments are
described to use a computer-readable storage medium, other
types of computer-readable storage media may be substi-
tuted for, or used in addition to, the computer-readable
storage media described above.

As should be appreciated, various embodiments of the
present disclosure may also be implemented as methods,
apparatus, systems, computing devices, computing entities,
and/or the like. As such, embodiments of the present dis-
closure may take the form of a data structure, apparatus,
system, computing device, computing entity, and/or the like
executing instructions stored on a computer-readable storage
medium to perform certain steps or operations. Thus,
embodiments of the present disclosure may also take the
form of an entirely hardware embodiment, an entirely com-
puter program product embodiment, and/or an embodiment
that comprises a combination of computer program products
and hardware performing certain steps or operations.

Embodiments of the present disclosure are described with
reference to example operations, steps, processes, blocks,
and/or the like. Thus, it should be understood that each
operation, step, process, block, and/or the like may be
implemented in the form of a computer program product, an
entirely hardware embodiment, a combination of hardware
and computer program products, and/or apparatus, systems,
computing devices, computing entities, and/or the like car-
rying out instructions, operations, steps, and similar words
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used interchangeably (e.g., the executable instructions,
instructions for execution, program code, and/or the like) on
a computer-readable storage medium for execution. For
example, retrieval, loading, and execution of code may be
performed sequentially such that one instruction is retrieved,
loaded, and executed at a time. In some exemplary embodi-
ments, retrieval, loading, and/or execution may be per-
formed in parallel such that multiple instructions are
retrieved, loaded, and/or executed together. Thus, such
embodiments can produce specifically configured machines
performing the steps or operations specified in the block
diagrams and flowchart illustrations. Accordingly, the block
diagrams and flowchart illustrations support various com-
binations of embodiments for performing the specified
instructions, operations, or steps.

FIG. 6 provides a schematic of an exemplary apparatus
600 that may be used in accordance with various embodi-
ments of the present disclosure. In particular, the apparatus
600 may be configured to perform various example opera-
tions described herein to provides for Shapley ensemble
boosting for hardware trojan detection. In some example
embodiments, the apparatus 600 may be embodied by the
Shapley ensemble boosting framework 100. For example,
the apparatus 600 may be configured to execute the data
sampling 102, the model training 104, the Shapley analysis
106, and/or the weight adjustment 108. Additionally or
alternatively, the apparatus 600 may be configured to
execute the one or more ML models 101 and/or the one or
more enhanced ML models 107 to provide the ensemble
prediction 110.

In general, the terms computing entity, entity, device,
and/or similar words used herein interchangeably may refer
to, for example, one or more computers, computing entities,
desktop computers, mobile phones, tablets, phablets, note-
books, laptops, distributed systems, items/devices, termi-
nals, servers or server networks, blades, gateways, switches,
processing devices, processing entities, set-top boxes,
relays, routers, network access points, base stations, or the
like, and/or any combination of devices or entities adapted
to perform the functions, operations, and/or processes
described herein. Such functions, operations, and/or pro-
cesses may include, for example, transmitting, receiving,
operating on, processing, displaying, storing, determining,
creating/generating, monitoring, evaluating, comparing,
and/or similar terms used herein interchangeably. In one
embodiment, these functions, operations, and/or processes
can be performed on data, content, information, and/or
similar terms used herein interchangeably.

Although illustrated as a single computing entity, those of
ordinary skill in the field should appreciate that the appara-
tus 600 shown in FIG. 6 may be embodied as a plurality of
computing entities, tools, and/or the like operating collec-
tively to perform one or more processes, methods, and/or
steps. As just one non-limiting example, the apparatus 600
may comprise a plurality of individual data tools, each of
which may perform specified tasks and/or processes.

Depending on the embodiment, the apparatus 600 may
include one or more network and/or communications inter-
faces 221 for communicating with various computing enti-
ties, such as by communicating data, content, information,
and/or similar terms used herein interchangeably that can be
transmitted, received, operated on, processed, displayed,
stored, and/or the like. Thus, in certain embodiments, the
apparatus 600 may be configured to receive data from one or
more data sources and/or devices as well as receive data
indicative of input, for example, from a device.
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The networks used for communicating may include, but
are not limited to, any one or a combination of different
types of suitable communications networks such as, for
example, cable networks, public networks (e.g., the Inter-
net), private networks (e.g., frame-relay networks), wireless
networks, cellular networks, telephone networks (e.g., a
public switched telephone network), or any other suitable
private and/or public networks. Further, the networks may
have any suitable communication range associated therewith
and may include, for example, global networks (e.g., the
Internet), MANs, WANs, LANs, or PANs. In addition, the
networks may include any type of medium over which
network traffic may be carried including, but not limited to,
coaxial cable, twisted-pair wire, optical fiber, a hybrid fiber
coaxial (HFC) medium, microwave terrestrial transceivers,
radio frequency communication mediums, satellite commu-
nication mediums, or any combination thereof, as well as a
variety of network devices and computing platforms pro-
vided by network providers or other entities.

Accordingly, such communication may be executed using
a wired data transmission protocol, such as fiber distributed
data interface (FDDI), digital subscriber line (DSL), Ether-
net, asynchronous transfer mode (ATM), frame relay, data
over cable service interface specification (DOCSIS), or any
other wired transmission protocol. Similarly, the apparatus
600 may be configured to communicate via wireless external
communication networks using any of a variety of protocols,
such as general packet radio service (GPRS), Universal
Mobile Telecommunications System (UMTS), Code Divi-
sion Multiple Access 2000 (CDMA2000), CDMA2000 1x
(1xRTT), Wideband Code Division Multiple Access
(WCDMA), Global System for Mobile Communications
(GSM), Enhanced Data rates for GSM Evolution (EDGE),
Time Division-Synchronous Code Division Multiple Access
(TD-SCDMA), Long Term Evolution (LTE), 5G New Radio
(5G NR), Evolved Universal Terrestrial Radio Access Net-
work (E-UTRAN), Evolution-Data Optimized (EVDO),
High Speed Packet Access (HSPA), High-Speed Downlink
Packet Access (HSDPA), IEEE 802.11 (Wi-Fi), Wi-Fi
Direct, 802.16 (WiMAX), ultra-wideband (UWB), infrared
(IR) protocols, near field communication (NFC) protocols,
Wibrec, Bluetooth protocols, wireless universal serial bus
(USB) protocols, and/or any other wireless protocol. The
apparatus 600 may use such protocols and standards to
communicate using Border Gateway Protocol (BGP),
Dynamic Host Configuration Protocol (DHCP), Domain
Name System (DNS), File Transfer Protocol (FTP), Hyper-
text Transfer Protocol (HTTP), HTTP over TLS/SSL/Se-
cure, Internet Message Access Protocol (IMAP), Network
Time Protocol (NTP), Simple Mail Transfer Protocol
(SMTP), Telnet, Transport Layer Security (TLS), Secure
Sockets Layer (SSL), Internet Protocol (IP), Transmission
Control Protocol (TCP), User Datagram Protocol (UDP),
Datagram Congestion Control Protocol (DCCP), Stream
Control Transmission Protocol (SCTP), HyperText Markup
Language (HTML), and/or the like.

In addition, in various embodiments, the apparatus 600
includes or is in communication with one or more process-
ing elements 205 (also referred to as processors, processing
circuitry, and/or similar terms used herein interchangeably)
that communicate with other elements within the apparatus
600 via a bus, for example, or network connection. As will
be understood, the processing element 205 may be embod-
ied in several different ways. For example, the processing
element 205 may be embodied as one or more complex
programmable logic devices (CPLDs), microprocessors,
multi-core processors, coprocessing entities, application-
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specific instruction-set processors (ASIPs), and/or control-
lers. Further, the processing element 205 may be embodied
as one or more other processing devices or circuitry. The
term circuitry may refer to an entirely hardware embodiment
or a combination of hardware and computer program prod-
ucts. Thus, the processing element 205 may be embodied as
integrated circuits, application specific integrated circuits
(ASICs), field programmable gate arrays (FPGAs), pro-
grammable logic arrays (PLAs), hardware accelerators,
other circuitry, and/or the like.

As will therefore be understood, the processing element
205 may be configured for a particular use or configured to
execute instructions stored in volatile or non-volatile media
or otherwise accessible to the processing element 205. As
such, whether configured by hardware, computer program
products, or a combination thereof, the processing element
205 may be capable of performing steps or operations
according to embodiments of the present disclosure when
configured accordingly.

In various embodiments, the apparatus 600 may include
or be in communication with non-volatile media (also
referred to as non-volatile storage, memory, memory stor-
age, memory circuitry and/or similar terms used herein
interchangeably). For instance, the non-volatile storage or
memory may include one or more non-volatile storage or
non-volatile memory media 211 such as hard disks, ROM,
PROM, EPROM, EEPROM, flash memory, MMCs, SD
memory cards, Memory Sticks, CBRAM, PRAM, FeRAM,
RRAM, SONOS, racetrack memory, and/or the like. As will
be recognized, the non-volatile storage or non-volatile
memory media 211 may store files, databases, database
instances, database management system entities, images,
data, applications, programs, program modules, scripts,
source code, object code, byte code, compiled code, inter-
preted code, machine code, executable instructions, and/or
the like. The term database, database instance, database
management system entity, and/or similar terms used herein
interchangeably and in a general sense refer to a structured
or unstructured collection of information/data that is stored
in a computer-readable storage medium.

In particular embodiments, the non-volatile memory
media 211 may also be embodied as a data storage device or
devices, as a separate database server or servers, or as a
combination of data storage devices and separate database
servers. Further, in some embodiments, the non-volatile
memory media 211 may be embodied as a distributed
repository such that some of the stored information/data is
stored centrally in a location within the system and other
information/data is stored in one or more remote locations.
Alternatively, in some embodiments, the distributed reposi-
tory may be distributed over a plurality of remote storage
locations only. As already discussed, various embodiments
contemplated herein use data storage in which some or all
the information/data required for various embodiments of
the disclosure may be stored.

In various embodiments, the apparatus 600 may further
include or be in communication with volatile media (also
referred to as volatile storage, memory, memory storage,
memory circuitry and/or similar terms used herein inter-
changeably). For instance, the volatile storage or memory
may also include one or more volatile storage or volatile
memory media 215 as described above, such as RAM,
DRAM, SRAM, FPM DRAM, EDO DRAM, SDRAM,
DDR SDRAM, DDR2 SDRAM, DDR3 SDRAM, RDRAM,
RIMM, DIMM, SIMM, VRAM, cache memory, register
memory, and/or the like.
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As will be recognized, the volatile storage or volatile
memory media 215 may be used to store at least portions of
the databases, database instances, database management
system entities, data, images, applications, programs, pro-
gram modules, scripts, source code, object code, byte code,
compiled code, interpreted code, machine code, executable
instructions, and/or the like being executed by, for example,
the processing element 205. Thus, the databases, database
instances, database management system entities, data,
images, applications, programs, program modules, scripts,
source code, object code, byte code, compiled code, inter-
preted code, machine code, executable instructions, and/or
the like may be used to control certain aspects of the
operation of the apparatus 600 with the assistance of the
processing element 205 and operating system.

As will be appreciated, one or more of the computing
entity’s components may be located remotely from the other
computing entity components, such as in a distributed sys-
tem. Furthermore, one or more of the components may be
aggregated, and additional components performing func-
tions described herein may be included in the apparatus 600.
Thus, the apparatus 600 can be adapted to accommodate a
variety of needs and circumstances.

C. Conclusion

Many modifications and other embodiments of the inven-
tions set forth herein will come to mind to one skilled in the
art to which these inventions pertain having the benefit of the
teachings presented in the foregoing descriptions and the
associated drawings. Therefore, it is to be understood that
the inventions are not to be limited to the specific embodi-
ments disclosed and that modifications and other embodi-
ments are intended to be included within the scope of the
appended claims. Although specific terms are employed
herein, they are used in a generic and descriptive sense only
and not for purposes of limitation.

The invention claimed is:
1. A method for providing Shapley ensemble boosting for
hardware trojan detection related to circuits, the method
comprising:
extracting, by one or more processors, a plurality of
features related to hardware trojan detection from one
or more circuit samples related to one or more circuits;

training, by the one or more processors, one or more
machine learning models based at least in part on the
plurality of features;

modifying, by the one or more processors, the one or more

machine learning models based at least in part on a set
of Shapley values to generate one or more enhanced
machine learning models for the hardware trojan detec-
tion related to the one or more circuits, comprising
adjusting one or more weights for the one or more
enhanced machine learning models based at least in
part on a prediction probability for a next iteration of
training with respect to the one or more enhanced
machine learning models; and

deploying, by the one or more processors, the one or more

enhanced machine learning models for the hardware
trojan detection related to the one or more circuits.

2. The method of claim 1, further comprising:

adjusting one or more weights for the one or more

enhanced machine learning models based at least in
part on a probability of features for a next iteration of
training with respect to the one or more enhanced
machine learning models.
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3. The method of claim 1, further comprising:

adjusting one or more weights for the one or more
enhanced machine learning models based at least in
part on a probability of benchmarks for a next iteration
of training with respect to the one or more enhanced
machine learning models.

4. The method of claim 1, wherein the one or more
machine learning models are one or more decision tree
models.

5. The method of claim 1, further comprising:

selecting one or more features for one or more hardware

trojan detection tasks based at least in part on the set of
Shapley values.
6. The method of claim 1, further comprising:
generating a contribution measurement related to a
machine learning model based at least in part on the set
of Shapley values to provide at least one explainable
machine learning model for hardware trojan detection.

7. The method of claim 1, wherein the one or more
enhanced machine learning models comprise multiple opti-
mized machine learning models associated with ensemble
boosting as compared to the one or more machine learning
models.

8. The method of claim 7, wherein the multiple optimized
machine learning models are configured for execution in
parallel to reduce an amount of time for the hardware trojan
detection.

9. The method of claim 1, wherein the one or more
machine learning models are configured as a set of ensemble
models, and the method further comprising:

identifying one or more features in a previous ensemble

model from the set of ensemble models that satisfy
defined criteria for Shapley value analysis; and
adjusting one or more weights in a next ensemble model
from the set of ensemble models based at least in part
on the one or more features to mitigate a potential
misprediction of the previous ensemble model.

10. An apparatus comprising at least one processor and at
least one memory including program code, the at least one
memory and the program code configured to, with the at
least one processor, cause the apparatus to at least:

extract a plurality of features related to hardware trojan

detection from one or more circuit samples related to
one or more circuits;

train one or more machine learning models based at least

in part on the plurality of features;

modify the one or more machine learning models based at

least in part on a set of Shapley values to generate one
or more enhanced machine learning models for the
hardware trojan detection related to the one or more
circuits, wherein one or more weights for the one or
more enhanced machine learning models are adjusted
based at least in part on a prediction probability for a
next iteration of training with respect to the one or more
enhanced machine learning models; and

deploy the one or more enhanced machine learning mod-

els for the hardware trojan detection related to the one
or more circuits.

11. The apparatus of claim 10, wherein the at least one
memory and the program code are configured to, with the at
least one processor, further cause the apparatus to at least:

adjust one or more weights for the one or more enhanced

machine learning models based at least in part on a
probability of features for a next iteration of training
with respect to the one or more enhanced machine
learning models.
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12. The apparatus of claim 10, wherein the at least one
memory and the program code are configured to, with the at
least one processor, further cause the apparatus to at least:

adjust one or more weights for the one or more enhanced

machine learning models based at least in part on a
probability of benchmarks for a next iteration of train-
ing with respect to the one or more enhanced machine
learning models.

13. The apparatus of claim 10, wherein the one or more
machine learning models are one or more decision tree
models.

14. The apparatus of claim 10, wherein the at least one
memory and the program code are configured to, with the at
least one processor, further cause the apparatus to at least:

select one or more features for one or more hardware

trojan detection tasks based at least in part on the set of
Shapley values.

15. The apparatus of claim 10, wherein the at least one
memory and the program code are configured to, with the at
least one processor, further cause the apparatus to at least:

generate a contribution measurement related to a machine

learning model based at least in part on the set of
Shapley values to provide at least one explainable
machine learning model for hardware trojan detection.

16. The apparatus of claim 10, wherein the one or more
enhanced machine learning models comprise multiple opti-
mized machine learning models associated with ensemble
boosting as compared to the one or more machine learning
models, and wherein the multiple optimized machine learn-
ing models are configured for execution in parallel to reduce
an amount of time for the hardware trojan detection.

17. The apparatus of claim 10, wherein the one or more
machine learning models are configured as a set of ensemble
models, and wherein the at least one memory and the
program code are configured to, with the at least one
processor, further cause the apparatus to at least:

identify one or more features in a previous ensemble

model from the set of ensemble models that satisfy
defined criteria for Shapley value analysis; and
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adjust one or more weights in a next ensemble model from
the set of ensemble models based at least in part on the
one or more features to mitigate a potential mispredic-
tion of the previous ensemble model.

18. A non-transitory computer storage medium compris-
ing instructions, the instructions being configured to cause
one or more processors to at least perform operations
configured to:

extract a plurality of features related to hardware trojan

detection from one or more circuit samples related to
one or more circuits;

train one or more machine learning models based at least

in part on the plurality of features;

modify the one or more machine learning models based at

least in part on a set of Shapley values to generate one
or more enhanced machine learning models for the
hardware trojan detection related to the one or more
circuits, wherein one or more weights for the one or
more enhanced machine learning models are adjusted
based at least in part on a prediction probability for a
next iteration of training with respect to the one or more
enhanced machine learning models; and

deploy the one or more enhanced machine learning mod-

els for the hardware trojan detection related to the one
or more circuits.

19. The non-transitory computer storage medium of claim
18, wherein the operations are further configured to:

adjust one or more weights for the one or more enhanced

machine learning models based at least in part on a
probability of features for a next iteration of training
with respect to the one or more enhanced machine
learning models.

20. The non-transitory computer storage medium of claim
18, wherein the operations are further configured to:

adjust one or more weights for the one or more enhanced

machine learning models based at least in part on a
probability of benchmarks for a next iteration of train-
ing with respect to the one or more enhanced machine
learning models.
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